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Dear reader,

With the support of Windows Autopilot, it is now possible to deliver new Windows PCs and
laptops to end users directly from the manufacturer with out -of-the-box convenience and
usability. The integration of Autopilot with the bMS e nsures automatic, secure and seam-
less device configuration and enroliment. IT admins can provide positive end -user experi-
ences while maintaining familiar bMS endpoint management options.

Windows Update Management is constantly evolving. In addition to func tions added in pre-
vious bMS releases, new views available for device groups enable more efficient manage-
ment and reporting. Device update status also can be determined at a glance and com-
pared to its specified update profile.

IT admins gain another tool for providing quality user experiences with the new user-acti-
vated Do Not Disturb mode. It enables users to define time windows when they need unin-
terrupted use of their computers for presentations, to meet deadlines and similar situa-
tions. Execution of bMS jobs that require system or application restarts (e.g., updates and
patches) or other interruptions will be deferred until the Do Not Disturb time period expires.
In addition, there are numerous feature updates and enhancements to Argus Cockpit, Li-

cense Management, Network Devices and other modules.

Armin Leinfelder

Director Product Management
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1 Release 2021 R2

1.1 Windows Alopilot
1.1.1 OutOf-BoxExperience (OOBE)

Even before the new "normal” of remote and home office work, users appreciated the
convenience of being equipped with pre-configured, ready-to-use systems. Platforms such
as Apple iOS and Google Android have set the standard for out-of-the-box usability. Users
simply unbox, power up and connect to wifi, then all needed settings, apps and accounts are

installed and configured automatically #Alike mag
similar experience for Windows devices.

1.1.2 Process

Users simply switch on their new Windows device and log in with their company account.
The device is automatically added to the bMS and can then be managed by the admins as
usual, with existing and proven jobs. For example, the device can be sent directly from the
manufacturer to the new users. Commissioning by the administration in the company
network is no longer necessary.

Windows Autopilot with Auto-Enroliment

Existing Devices

‘ Configure Autopilot
Collect device IDs .
" Automatic
Self Deploy bMS Management
IT Admin

Configure bMS

velivery to employee
ﬂ Enterprise Hybrid - Management
oyee unboxes device

Figure 1 - Schematic illustration of the enrollment process

(=0

This saves unnecessary shipping and also makes it much easier for administrators to issue
new Windows endpoints. During automatic enrollment via Autopilot, the device is created in
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the bMS and supplied with the baramundi Management Agent. This is installed in IEM mode
and establishes a secure connection to the bMS via the gateway. This enables management
to the usual extent: inventory, software distribution, update management and much more -
the existing jobs can be used directly without further adaptation.

1.1.3 System requirements

To be able to use Windows Autopilot, an Azure Active Directory is required.

The bMS must be accessible from outside the company network via baramundi Gateway.
The Autopilot functionality is only provided by Microsoft as of Windows 10. Windows
Autopilot is another option to initially enroll Windows endpoints and does not require a
separate baramundi license.

1.1.4 Autopilot with the bMS

In order to connect the bMS to the company's own Autopilot, a corresponding one-time
configuration must be made in both Azure Active Directory (AAD) and bMS. Several keys are
generated in the AAD, which must be transferred to the bMS.

baramundi Management Center 2021 R2
@&

R, Configuration *\ Microsoft Autopilot ® X

&
Q\ Microsoft Autopilot

Configuration Microsoft Autopilot

_ Microsoft Autopilot

General

Enable Autopilot o

Application (client) ID '9262a1ea-SEW9-47a3-ahd1-d2f30d478950

Directory (tenant) ID ‘1ecc2bc0—a50d—4857—bﬂ 6-7f3cde0749b1

Client secret Tesssse -
Client secret ID T86922c4-cf85-45¢1-b451-a5d76a8i06a2

Group for new Autopilot devices Logical group =
Discovery-URL https://srv-baramundi:443/autopilot/enroll/v1.0/Discovery B
Terms-of-use-URL https://srv-baramundi:443/autopilot/enroll/v1.0/TermsOfUse B

Figure 2 - Configuration of AAD keys in the bMS

After completion of the setup, all Windows 10 endpoints put into operation via Autopilot are
automatically enrolled in the bMS.

1.2 Microsoft Update Management

1.2.1 The path to Modern Update Management

The comprehensive inventory of Microsoft updates enabled in the bMS 2020 R2 established
the foundation for the new Microsoft Update Management. The subsequent release
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introduced update profiles and staggered update rollouts. The bMS version 2021 R2
continues that development path.

1.2.2 Update Profiles and Compliance

Not only can update profiles be used to release/block and delay updates, they can evaluate
endpoint update status. That allows you to quickly see whether an endpoint meets update
profile requirements, whether all endpoints assigned to the update profile are compliant, or if
action is required.

baramundi Management Center 2021 R2
L]

b @ trvironment QO Update Management [ Shared Services X |anlii RN EeTEEl

P Eihared Services

nnnnnnn t » Logical group
= organize v [ Open | %, Assign update profile

¥ i -
KT Update profiles

*» Content
W Filter entries 7= Include subfolders

-
Assignments Mame & Update state Noncompliant  Inventory cutdated  No inventory performed  Compliant  Update deferral

Clients Offic
~ Inventory ] | =] Clients Office
2 *]  Server Standard NN © 1 0 0 30 days

Software Update deferral 3 days
Software (bMD) Comment Al updates, short delay
Software (mac05)

¥ Microsoft updates

Update prafiles

Update state

Devices

Updates

Patches (Classic)
¥ Assets No inventory performed 0 de

Energy Compliant 0 devices (0%)

Figure 3 - Degree of fulfillment of the update profiles

Links in the detail view can also be used to jump directly to the list of the corresponding
endpoints. Of course, all lists can be exported for further processing.
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1.2.3 Detailed overview of update states

The update status of endpoints can now be displayed according to group membership. Both
"Logical Groups" with optionally included subgroups, and "Universal Dynamic Groups" are
supported.

@ envionment % 00 Update Management B Shared Services X [SREEAENEETEE]

P Shared Services
Environment t > Logical group
B organize v [ Open | v %, Assign update profile [ Remove update profile %% Assign jobs YD Release jobs for kiosk @) Management Agent Extras ¥ Custom menu ¥
* Settings .,
9 Devices
*» Content
oo Y Filter entries No update profile fiter ~ | =3 Include subfolders
T
EEHETIE Name Last contact Update state | Missing security updates | Missing critical updates _ Missing other updates | .
¥ Inventory 1 58 SRV-BARAMUNDI 7 days ago ™ 1 0 13 11 BRT-DE-56789
= o (x) )
Software - Group Logical group\Shared Services
Software (bMD) Domain bartosc local
Software (macOs) Host name BRT-DE-567891

~ Micrasoft updates Iyndsayrichards@bartoso.local

Update profiles Windows 10 64-Bit

Devices O version 100.19042.1237
Updates Release ID 2009
Patches (Classic) Servicing Channel Semi-Annual Channel (Targeted)
Autopilo
» Assets utopilot No
Modem Management Not managed
Energy

Figure 4 - Overview of the update states of the endpoints within a group

In this way, individual groups (e.g., departments) as well as nested branches (e.g., locations)
can be evaluated in a targeted manner. You can see at a glance whether the devices meet
the requirements of the update profile, whether and how many updates are missing, and
when devices were last inventoried or updated. You can also filter by a specific status and by
update profiles.

1.2.4 Detailed overview of all updates

Also new is the listing of all updates within a group and its subgroups. All installed and
missing updates are listed, including those delayed or blocked. You can also filter by status,
name, KB number and other properties.
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Figure 5 - List of all updates of an endpoint group.

1.3 Do Not Disturb mode
1.3.1 The End UseExperience

Due to the ubiquitous use of mobile devices and the pandemic-related shift to remote and
home office work, users have high expectations for the devices they rely on for work and
personal use. The want devices to simply work without restriction or interruption, and they
want a say in device settings and installed software.

For IT admins, this complicates implementation of company guidelines even for simple

installations. Ideally, admins enforce policies and update software without disturbing users.

However, ités typically impossible to predict th
you actively involve users.

1.3.2 Do Not Disturb mode in the bMS

The bMS has always allowed IT admins to coordinate with users when distributing a job and
to display specific job-related notifications via the Tray Notifier. When the job is ready to start,
users receive a pop-up message with the option to specify another start time. But this poses
a problem for some users who find job natifications intrusive or annoying even with the option
to select a better time.

Page9

www.baramundi.com






























































































































































































































































































































































































































































































































